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THE FIRST BREAK IN AI TRUST IS VISIBILITY: THE MOMENT AN 
ORGANIZATION CAN NO LONGER SEE WHAT THE SYSTEM IS 
DOING WELL ENOUGH TO DEFEND WHAT IT PRODUCES. 

The loss of institutional visibility into AI rarely arrives as a 
declared incident. It shows up in smaller, harder-to-detect 
ways: models changing behavior after deployment because 
monitoring was never built; pilots becoming production 
dependencies because the transition process was never 
defined; ownership questions piling up because authority 
structures were designed for traditional systems, not 
enterprise AI; explainability demands arriving from regulators 
or customers before the organization can produce the 
evidence behind the outputs it has been using. 
 
This is the operational reality in most enterprises deploying  
AI in 2026. McKinsey’s State of AI 2024 documented the 
numerical shape of it: 72% of enterprises had AI in production, 
while only 9% described their governance as mature. IBM’s 
2025 breach research gave it a financial dimension: one in five 
organizations reported a breach tied to shadow AI, adding an 
average of $670,000 in breach costs. The S&P Global survey  
of 1,000+ firms gave it a strategic dimension: AI initiative 
abandonment jumped from 17% to 42% in a single year as 
organizations discovered that their deployment infrastructure 
could not sustain the systems they had already introduced.  

 
What This Paper Argues 
 
This is a paper about trust. Specifically, the operational 
trust that organizations are slowly losing as AI systems 
multiply faster than the institutional structures required to 
govern them.

EXECUTIVE SUMMARY 


The 12 guardrails in this paper are the operational disciplines 
that restore and maintain that visibility. They are organized 
across three questions that define what it means to govern 
intelligence at institutional scale. What exists and can be 
seen? (Structure.) How is it reasoning under real conditions? 
(Knowledge.) Why does the organization’s accountability  
for it matter? (Purpose.) Each guardrail describes a real 
operational discipline, the failure mode it prevents, and the 
organizational consequence of ignoring it.  
 
SR 11-7 gives this paper an operational trust spine, now 
carried forward in revised US model risk guidance. Its 
requirements for model inventory, independent validation, 
ongoing monitoring, and conceptual soundness 
documentation respond to a specific risk: organizations 
relying on models without adequate governance are not 
managing the risk those models carry. OSFI E-23, effective 
May 2027, extends that logic to the full AI/ML estate for 
federally regulated financial institutions in Canada. Together, 
these frameworks describe what operational trust in AI 
systems requires. This paper describes how to build it. 
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There is a conversation happening in executive suites about AI that 
does not always show up in quarterly earnings calls or investment 
announcements.  
 
The public conversation is about opportunity: more pilots, more tools, 
faster deployment, and productivity numbers that justify continued 
investment. That conversation is real; AI is producing genuine value in 
organizations with the discipline to deploy it well.  
 
The harder conversation—the one being had in the room next door—is 
about something else. A compliance officer discovers that the model 
inventory required under OSFI E-23 does not include AI tools used by 
17 business units since 2023. A technology risk lead is asked to 
approve AI systems whose data lineage cannot be traced cleanly. A 
wealth management operations head finds advisory teams using 
three different AI-assisted tools that produce inconsistent outputs, 
with no formal classification, validation, or accountable owner 
attached to any of them.  
 
The same pattern appears higher up the risk chain. A Head of Model 
Risk has to explain why the governance framework submitted for 
review does not account for agentic AI systems already running in 
capital markets. A Chief AI Officer is asked during an operational 
incident why the AI system that influenced a decision cannot explain 
that decision to the people responsible for it. 

This paper is the product of more than 4,500 production AI 
engagements across financial services, insurance, healthcare, 
and logistics. We have been in that room next door. We have 
been called in when the model inventory revealed systems 
nobody remembered deploying. We have built the governance 
layer for AI estates that had grown faster than the organizational 
structures around them. We have watched human oversight 
processes erode under operational pressure until they existed in 
policy but not in practice. We have seen what it costs, financially 
and institutionally, to retrofit governance onto AI systems that 
were not designed to support it. 
 
The 12 guardrails described here come from that operating 
reality. They are the disciplines we have seen separate AI 
programs that hold up in production from AI programs that later 
require expensive remediation. They also reflect the decision of 
major governance frameworks, including SR 11-7 and revised US 
model risk guidance, OSFI E-23, the NIST AI RMF, and the EU AI 
Act. These frameworks are codifying lessons from observed 
failure of what happens when they are absent. 

The Conversation in the Room Next Door 

FOREWORD 

AI DOES NOT HAVE TO FAIL DRAMATICALLY TO BECOME 
UNGOVERNED. IT ONLY HAS TO SPREAD FASTER THAN 
THE CONTROLS AROUND IT.
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INTRODUCTION

The Operational Trust Problem

The scenario is specific enough to be 
uncomfortable for most leaders currently 
responsible for enterprise AI. 
 
A risk team at a mid-sized financial institution is 
preparing for a regulatory examination. One 
requirement is a complete inventory of all AI and 
machine learning models in operational use. The 
team begins the audit with reasonable confidence.  
It has a model registry, and technology teams have 
generally logged new deployments. Three weeks 
later, the team has found 23 missing from the 
registry: AI-assisted tools adopted by individual 
business units, models embedded in subscribed 
productivity software, and an agentic AI workflow 
built by the capital markets team and deployed 
without formal approval because the process for 
approvals was unclear. 
 
None of these systems were deployed with 
malicious intent. They were deployed because 
someone thought they would help. Some are 
producing genuine value. Yet none of them have 
documented owners, none have been formally 
validated, none have defined monitoring programs, 
and several are producing outputs that influence 
consequential decisions. The firm’s governance 
documentation says it manages model risk 
rigorously. But the audit has revealed otherwise. 

This Is Not an Edge Case The Legacy Complexity Multiplier

The 2025 AI Governance Benchmark Report found 
that 80% of enterprises use AI in operations, while 
only 14% have enterprise-level governance 
frameworks in place. HFS Research’s 2026 analysis 
of agentic AI assessed that “the bottleneck is no 
longer the technology but enterprise operating 
models, data readiness, and governance maturity”. 
The Deloitte 2026 enterprise AI state report found 
that worker access to AI rose 50% in 2025 alone. 
 
These findings describe an industry living with a 
governance lag, where the institutional structures 
required to govern AI systems have not kept pace 
with the systems themselves. The gap is not 
primarily technical. AI systems can be built with 
monitoring, explainability, audit trails, and 
ownership structures. The gap is organizational: the 
governance, accountability, and oversight decisions 
that were never made at the point of deployment. 

The governance challenge is compounded by the 
operating environment most organizations already 
have. Enterprise AI governance is rarely a Greenfield 
problem. It has to be solved inside institutions that 
carry decades of operational complexity: fragmented 
legacy systems, inconsistent processes, localized 
tooling, advisor and employee turnover, undocumented 
dependencies, and business units accustomed to 
significant autonomy. 
 
Wealth management is one of the most visible 
illustration of this dynamic. Firms operating four or 
more disconnected core systems experience materially 
higher operational overhead. When AI tools are added 
to that environment, each deployment becomes 
another dependency in a system that was already 
difficult to map. Governance then requires technical 
discipline and organizational coordination, the kind 
most governance programs assume already exists and 
many institutions discover is harder to build than the 
technical layer itself. 
 
Industry research indicates that 30 to 40% of advisor 
and support time in wealth management continues to 
be spent on administrative coordination across 
fragmented systems rather than client-facing work. AI 
deployments that sit on top of disconnected workflows 
add capability but they also inherit the governance 
deficit underneath. 

4
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CONFIDENCE IN AI COMES FROM THE DISCIPLINES BUILT AROUND IT: 
THE ABILITY TO UNDERSTAND WHAT IT IS DOING, VALIDATE HOW IT 
BEHAVES, AND MONITOR WHEN THOSE CONDITIONS CHANGE. 
GOVERNANCE IS THE RECORD THAT THOSE DISCIPLINES EXIST.

Trust as the Framework

The 12 guardrails in this paper are organized around a 
single principle: operational trust. In model risk terms, 
trust means institutional confidence that a system is 
doing what it is supposed to do, under conditions that 
can be verified, with clear accountability for the outcome. 
 
SR 11-7, now carried forward through revised US model 
risk guidance, was introduced because regulators saw 
financial institutions relying on quantitative models 
without adequate governance over them. The guidance 
established three disciplines—development, validation, 
and use—as the foundation of model trustworthiness.  
Its core insight was less about models themselves than 
institutional reliance: organizations that depend on 
systems without understanding their limitations or 
validating their outputs are not managing the risk those 
systems carry. 
 
That insight applies to AI with even greater force. AI 
systems are more complex, more opaque, more prone  
to behavioral change over time, and more capable of 
autonomous action than traditional statistical models. 
The governance disciplines required to trust them are 
familiar: inventory, validation, monitoring, explainability, 
and oversight. The implementation challenge is harder. 
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LAYER 1  ·  ONTOLOGY · WHAT EXISTS

Organizations cannot govern systems they  
cannot fully see

Structure — Seeing What 
You Have



Organizations cannot govern systems they cannot fully see

The governance challenge in enterprise AI begins  
with a structural problem that most organizations 
underestimate until they encounter it directly: they  
do not have a reliable map of what is running.  
Model inventory, ownership structure, criticality 
classification, and data lineage documentation are 
prerequisites for every other governance discipline. 
Monitoring depends on knowing the system exists. 
Validation depends on knowing who owns it. 
Explainability depends on understanding the data 
beneath it. 
 
The structural guardrails in this layer establish  
that visibility foundation. They require patience,  
cross-functional engagement, and a willingness  
to surface what the organization has accumulated 
over time. In our work through model inventories at 
financial institutions, the most consistent finding is 
not simply that the registry is incomplete. It is that  
the organization is surprised by how incomplete it is. 
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The Inventory Problem is  
Larger Than You Think

You cannot govern what you cannot see, and most  
organizations cannot see everything they have deployed.

GUARDRAIL 1  ·  LAYER 1 — STRUCTURE
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When JPMorgan Chase’s risk function was asked to 
account for positions in the synthetic credit portfolio in 
2012, the governance infrastructure it depended on was 
already giving a distorted view of risk. The VaR model at 
the center of the analysis produced misleading outputs, 
and senior management either did not understand the 
severity of the issue or did not act on it in time. The risk 
metrics existed. The documentation existed. What was 
missing was the institutional confidence in the systems 
underlying the risk picture. That gap between governance 
documentation and governance reality contributed to $6 
billion in losses. 
 
The parallel for enterprise AI governance is direct.  
Most organizations have policies, principles, and  
process frameworks. What they often lack is operational 
knowledge of what is actually running. And without that 
knowledge, governance documentation covers the AI 
systems the organization knows about, while leaving  
the deployed estate only partially governed.  
 
The scale of the visibility gap is documented consistently 
across research. GenAI traffic grew more than 890% in 
2024. Worker access to AI rose 50% in 2025. Microsoft 
and LinkedIn’s 2024 Work Trend Index, surveying 31,000 
people across 31 countries, found that 78% of AI users 
were bringing their own tools to work without employer 
approval. Nearly 47% of generative AI users access  
tools through personal accounts, bypassing enterprise 
controls entirely (Netskope, 2026). The amount of 
corporate data entered into AI tools rose 485%  
between 2023 and 2024. 

A live model inventory is not an annual spreadsheet. 
It is an active system connected to deployment 
pipelines, business unit reporting, and vendor 
management. It creates a governance record when  
a new system enters operational use, rather than 
reconstructing that record after the system is already 
embedded. Building it requires a specific institutional 
commitment: that no AI system enters operational 
use without being registered, classified, and assigned.

What the Inventory Reveals 
The inventory does not create the governance 
problem. It makes the problem visible for the first 
time. In our experience, the discovery process 
surfaces AI systems teams have been running for 
months or years without formal oversight, third-party 
AI embedded in vendor platforms without adequate 
documentation, and pilot systems that became 
production systems without a formal decision. 
Visibility is the first governance act. 

OSFI E-23, effective May 1, 2027, requires every 
federally regulated financial institution to maintain a 
centralized model inventory as part of its enterprise-
wide model risk management framework, covering  
all models regardless of source, internal or third party.  
SR 11-7 and revised US model risk guidance carry the 
same core expectation: institutions must know which 
models are in use, what purpose they serve, what 
limitations they carry, and what governance status 
applies. These frameworks treat inventory as enabling 
infrastructure for model governance. Without it, every 
other governance claim is provisional. (Sources: OSFI 
E-23 Final Guideline, September 2025; Federal Reserve  
model risk guidance)

Regulatory Requirement
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Ownership Without  
Authority is Not Ownership

Accountability requires the power to act. Designation  
without decision rights is governance theatre.

GUARDRAIL 2  ·  LAYER 1 — STRUCTURE



Model ownership often fails even when an owner  
has been formally assigned. The issue is authority.  
An owner who cannot trigger retraining, initiate 
human review, escalate anomalous behavior, or 
suspend a system without waiting for unavailable 
stakeholders has accountability only in name. 
 
This is the difference between nominal ownership 
and operational ownership. Nominal ownership 
satisfies governance documentation. Operational 
ownership gives a specific person the authority, 
access, and decision rights required to act when the 
system behaves unexpectedly. SR 11-7 and revised 
US model risk guidance emphasize clear roles, 
adequate resources, and governance structures that 
support effective challenge. OSFI E-23 similarly 
requires senior management to maintain an 
enterprise-wide view of model risk and ensure that 
model stakeholders have authority aligned to their 
responsibilities. 

Effective model ownership has three non-
negotiable components. Named designation: a 
specific individual, not a team or organizational 
unit, with formal accountability. Operational 
authority: the decision-making power required to 
suspend, escalate, retrain, or modify without 
requiring committee approval for time-sensitive 
actions. Active visibility: access to the monitoring 
data and performance metrics needed to fulfill 
that accountability before problems have already 
affected operations.

10

McKinsey’s research on AI governance accountability found that only 28% of CEOs 
take direct responsibility for AI governance, and only 17% of boards have formally 
written AI governance into committee charters. In practice, AI systems shaping 
pricing, credit, hiring, and fraud decisions may be running without a clear chain of 
accountability inside roughly four out of five enterprises. When something goes 
wrong, organizations spend the first phase of incident response determining who is 
responsible instead of addressing the problem itself. (Source: McKinsey State of AI 
2024; NACD Board Survey 2025)

The Ownership Gap
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Classification is the Architecture  
of Proportional Governance

Not all AI systems carry equal risk; applying identical  
governance intensity to everything governs nothing well.

GUARDRAIL 3  ·  LAYER 1 — STRUCTURE
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A credit adjudication model, a document 
classification tool, and an internal knowledge  
chatbot do not carry the same operational risk. 
Applying the same validation intensity, monitoring 
requirements, and explainability obligations to all 
three creates avoidable strain. Institutions waste 
governance resources on systems where the risk 
does not justify the overhead. And they create 
governance fatigue that erodes the discipline they 
apply to the systems where it truly matters. 
 
Risk-based model classification is the discipline  
that resolves this. It is also one of the clearest 
requirements across every major governance 
framework. The EU AI Act’s four-tier classification is 
the most formalized expression globally: prohibited 
systems, high-risk systems (with full compliance 
obligations including risk management, data 
governance, logging, and human oversight), limited-
risk systems, and minimal-risk systems. In financial 
services, the high-risk category captures use cases 
with the most severe governance requirements, 
including credit scoring, insurance underwriting,  
fraud detection, and employment assessment, 
because errors in these systems have direct 
consequences for the people affected and the 
institutions responsible. 
 

The operational classification criteria are 
straightforward: the nature of the decisions the 
system influences and whether those decisions are 
advisory or determinative; the population affected 
and whether it includes customers, employees, or  
third parties; the reversibility of incorrect outputs; the 
regulatory domain and the applicable compliance 
obligations; and the speed at which errors can 
propagate through downstream processes. Systems 
that score high on multiple dimensions require the 
most intensive governance treatment. 



Data Lineage is Model Governance

Every AI system inherits the quality and integrity of the data  
it was built on. Ungoverned data creates ungoverned models.

GUARDRAIL 4  ·  LAYER 1 — STRUCTURE



The most persistent upstream cause of AI 
governance failures is data that was never governed 
to the standard that production AI requires. The 
problem is often not obviously incorrect data. It is 
data whose provenance is undocumented, whose 
transformations are untracked, whose quality was 
assessed once rather than continuously, and whose 
drift from the original training conditions has never 
been measured. 
 
Informatica’s 2025 CDO Insights survey found that 
43% of data leaders cited data quality and readiness 
as the top obstacle to AI success, ahead of technical 
maturity, skills shortages, and every other factor. 
MIT’s July 2025 tracking found that 95% of 
organizations deploying generative AI saw zero 
measurable P&L impact. Gartner identified the root 
cause with precision: AI-ready data requires quality 
gates, real-time monitoring, active governance, and 
continuous quality assurance. That last requirement 
is where most organizations fall short. Traditional 
data management often runs on quarterly or annual 
cadences, while production AI needs data quality 
signals measured much more frequently. 

Data lineage as a governance discipline means 
documenting the full provenance and transformation 
history of every dataset that flows into production AI 
systems: where it came from, how it was processed, 
what quality gates were applied, how it was used in 
training, validation, and testing, and what monitoring 
exists to detect distributional shift. This operational 
discipline needs to be maintained throughout the 
model’s lifecycle.

SR 11-7 and revised US model risk guidance require 
rigorous assessment of data quality and relevance as 
part of model development documentation. Model 
creators must demonstrate that the data used is 
suitable for the model’s intended purpose. OSFI E-23 
requires data lineage to be documented as part of 
model lifecycle governance, with evidence that input 
data quality has been assessed and monitored 
throughout the model’s operational life. Without that 
documentation, the organization cannot trace model 
behavior back to its upstream causes when something 
unexpected happens. (Sources: SR 11-7; OSFI E-23)

The Lineage Requirement

THE REAL RISK BEGINS WHEN THE DATA  
CHANGES AND THE MODEL KEEPS PRODUCING  
OUTPUTS AS IF NOTHING HAS CHANGED.

14
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Operating Implications
AI governance begins with a current, reliable view of what is actually 
running across the enterprise. 
 
Model ownership only works when named accountability comes with 
the authority to suspend, escalate, retrain, or intervene. 
 
Risk classification helps leaders apply the right level of governance to 
the systems that carry the greatest operational, customer, and 
regulatory consequence. 
 
Data lineage determines whether model behavior can be traced back to 
the source conditions that shaped it. 
 
The first failure in enterprise AI governance is usually structural: the 
organization cannot fully see, assign, classify, or trace the systems it 
already depends on.  



LAYER 2  ·  EPISTEMOLOGY · HOW IT REASONS

Organizations must continuously understand how  
AI systems reason under real operational conditions

Knowledge — Understanding  
What It is Doing
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The structural guardrails establish what exists and who 
is accountable for it. The knowledge layer addresses a 
more continuous challenge: what are your AI systems 
doing right now, under the conditions they are currently 
operating in? 
 
This is no longer a question about whether a model 
performed correctly when it was first validated. It is 
about whether they are performing correctly today,  
given that the data they are processing has changed,  
the operational environment has evolved, and the 
patterns of use may have shifted significantly from  
what the validation scenarios assumed. The organization 
also needs to know whether it can explain and defend 
outputs that influence consequential decisions, 
especially to the people who are affected by them. 



GUARDRAIL 5  ·  LAYER 2 — KNOWLEDGE

The most dangerous model failure is the one nobody  
monitors for; gradual performance degradation that  
compounds before anyone notices.

Model Drift Requires  
Governance Discipline
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Drift is one of the most common failure modes in 
production AI systems, and it remains one of the 
most consistently under-monitored. Evidently AI’s 
2024 survey found that 32% of production scoring 
pipelines experience distributional shifts within the 
first six months of deployment. For fraud detection 
models, where adversarial actors adapt rapidly, 
meaningful drift can occur within days. For credit risk 
models, it may develop over months as economic 
conditions shift, customer behavior changes, and the 
applicant population diverges from the population on 
which the model was trained. 
 
In financial services, the consequences of undetected 
drift are practical and expensive. A model may 
approve high-risk loans it would previously have 
declined while rejecting creditworthy applicants it 
would previously have approved. The errors are not 
uniform, and they are not immediately visible in 
aggregate metrics. They show up in the tail of the 
distribution, where decisions are hardest to predict 
and, when they go wrong, most expensive to 
remediate. One analysis estimated that unchecked 
model drift could reduce bank profitability by 3 to 5% 
annually for institutions without adequate monitoring. 
 

The 2025 tariff environment made this concrete. 
JPMorgan Chase publicly acknowledged that it 
expected increased small-business loan defaults in 
tariff-exposed sectors. Many credit models trained on 
pre-2025 data had not incorporated the supply-chain 
disruptions those tariffs produced. Algorithmic 
trading systems trained on historical volatility 
patterns were also misreading bond market behavior 
during yield spikes. Their behavior had moved outside 
the distribution of the data they were trained on. 
Without active monitoring, neither institutions nor 
regulators could see that shift clearly enough while  
it was happening. 
 
 

The governance discipline here is the organizational 
commitment to act on what monitoring reveals. 
Monitoring without response thresholds is 
observation. Monitoring with defined thresholds and 
accountable owners who have the authority to trigger 
responses—that is operational governance.

SR 11-7 and revised US model risk guidance treat 
ongoing monitoring as a core model validation 
discipline. For AI/ML models, the Federal Reserve has 
confirmed that these expectations apply regardless of 
model complexity or vendor source. The practical 
implementation is monitoring infrastructure that detects 
distributional shifts in input data, tracks prediction 
accuracy against observed outcomes, flags statistically 
significant changes in model behavior, and triggers 
defined responses such as retraining, human review, or 
suspension when performance thresholds are crossed. 
(Sources: SR 11-7; Federal Reserve 2024 AI guidance)

Sr 11-7 On Monitoring



GUARDRAIL 6  ·  LAYER 2 — KNOWLEDGE

When something goes wrong, “the model said so”  
is not an answer, and the inability to say more than  
that is a governance failure.

Explainability is an  
Operational Obligation



The explainability gap in enterprise AI has a specific 
operational shape. The issue is rarely that AI systems  
are inexplicable in principle. It is that explanation 
capability was never built into the governance 
infrastructure in a way that makes it available to  
the people who need it, when they need it, and in a 
form they can use. 
 
The Apple Card and Goldman Sachs case made  
this concrete. The CFPB fined Apple $25 million  
and Goldman Sachs $45 million in October 2024  
for failures that included algorithmic transparency 
issues: the inability to explain to customers and 
regulators why the algorithm made the decisions  
it made. The total financial cost, including legal 
defense, internal investigations, and IT remediation, 
was 2 to 3 times the regulatory fines.  
 
The technical problem was not that the algorithm 
was unexplainable but that the explanations were 
unavailable to front-line staff and undocumented  
in the form regulatory scrutiny required. 
 

The Swiss Financial Market Supervisory Authority 
(FINMA) made the same observation in a 2024 
regulatory assessment: some AI model results 
“cannot be understood, explained or reproduced  
and therefore cannot be critically assessed”. The 
International Association of Insurance Supervisors 
(IAIS) noted in 2025 that the lack of explainability  
“can result in unwarranted or unlawful trends going 
undetected, which can ultimately affect insurers’ 
profitability”.  These are concerns about institutional 
visibility into systems whose decisions the 
institutions may later have to defend. 

The EU AI Act Article 13 requires high-risk AI systems to 
be designed with sufficient transparency for deployers to 
interpret outputs and use them appropriately. SR 11-7 and 
revised US model risk guidance require documentation of 
a model’s theoretical basis, assumptions, limitations, and 
conceptual soundness. Operational explainability has 
three dimensions: design (building interpretability into the 
system architecture from the start, not retrofitting it); 
documentation (testing and documenting the explanation 
capability as part of model validation); and operational 
readiness (ensuring the explanation can be produced by 
compliance officers, customer service, and auditors, not 
only by model developers). (Sources: EU AI Act Article 13; 
SR 11-7; FINMA 2024) 
 

The Three Dimensions Of Explainability

AN AI SYSTEM THAT CANNOT EXPLAIN ITS 
DECISIONS TO THE PEOPLE AFFECTED BY 
THEM IS NOT A GOVERNED SYSTEM. IT IS A 
BLACK BOX THAT HAPPENS TO BE 
PRODUCING OUTPUTS THE ORGANIZATION 
HAS CHOSEN TO RELY ON.

21



GUARDRAIL 7  ·  LAYER 2 — KNOWLEDGE

Validation confirms a model was fit to deploy. 
Ongoing validation confirms it is still fit to run. 

Initial Validation is the  
Beginning, Not the End



The model validation failure that produced the London 
Whale was not simply a failure at launch. JPMorgan’s 
VaR model had been validated, documented, and 
approved. The failure emerged after deployment,  
when a modification to the model formula introduced  
a calculation error that significantly understated the 
portfolio’s risk. The error persisted for weeks without 
detection, and the risk metrics that should have 
triggered review were quietly adjusted rather than 
investigated. The Senate investigation found that 
internal risk warnings were overridden, governance 
protocols were bypassed, and the model continued  
to be used—and relied upon—in ways nobody with 
adequate oversight authority had formally approved. 
  
The lesson here is that initial validation cannot  
carry the full weight of model governance. Without 
ongoing monitoring, change management, and the 
organizational discipline to act on anomalous results,  
a validated model can become vulnerable after 
deployment. AI systems carry the same failure mode 
with greater frequency and, in many cases, lower 
visibility: model updates that change behavior without 
triggering re-validation, gradual drift that falls below 
single-event detection thresholds but accumulates  
over time, and governance processes that exist in 
policy but erode in practice under operational pressure.

The practical governance discipline is a formal 
model lifecycle calendar with defined triggers for 
review and re-validation. Time-based triggers 
require scheduled review after a defined operating 
period. Event-based triggers require review when 
the data environment or business context changes 
materially. Performance-based triggers initiate 
review when monitoring metrics cross predefined 
thresholds. Without this calendar, re-validation 
becomes a reactive response to visible problems 
rather than a proactive governance discipline.

23

SR 11-7’s three-pillar validation framework— 
conceptual soundness, ongoing monitoring,  
and outcomes analysis—is not a sequential  
process. Ongoing monitoring and outcomes  
analysis are continuous. The OCC Exam Trend  
Analysis for 2024–2025 identified outcomes  
analysis and board reporting as two of the  
weakest model risk compliance areas for US  
banks, with institutions often performing initial  
validation without closing the loop between  
model predictions and actual outcomes. For AI/ 
ML models, the Federal Reserve guidance has  
confirmed that these expectations apply with  
full force, including AI-specific challenges such  
as drift and explainability. (Sources: SR 11-7;  
OCC Exam Trends 2024–2025; Federal Reserve  
AI guidance)

What Ongoing Validation Requires
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GUARDRAIL 8  ·  LAYER 2 — KNOWLEDGE

The human-in-the-loop exists in policy at most organizations.  
But does it exist in practice?

Human Oversight Must  
Be Designed, Not Assumed
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Human oversight often fails in the gap between 
policy and operational reality. A sign-off designed 
as a substantive review becomes a rubber stamp 
under time pressure. A review threshold set 
conservatively at launch remains unchanged as 
teams grow familiar with the system. An escalation 
path exists in documentation but nobody is clear on 
who has the authority to trigger it. 
 
Agentic AI systems make this failure mode 
significantly more acute. Unlike analytical models 
that produce a single output for human review, 
agentic systems make sequential decisions, take 
actions across multiple systems, and operate at a 
speed that makes real-time step-by-step human 
oversight impractical. A financial services 
enterprise that deployed an AI agent to manage 
vendor payment workflows encountered this when 
the agent received unclear input and fabricated 
credible-sounding transaction details instead of 
escalating for review. The agent was doing exactly 
what it was designed to do: completing its task. But 
the governance architecture had not defined what 
should happen when the task moved outside the 
conditions it was designed to handle. 
 
 

HFS Research’s 2026 assessment found that “the 
bottleneck is no longer the technology but enterprise 
operating models, data readiness, and governance 
maturity”. For agentic systems specifically, Forrester 
notes: “When an agent misbehaves or goes rogue, teams 
struggle to find a defined intervention mechanism. The 
agent keeps running, while humans debate who should 
stop it.” The issue is governance design.

EU AI Act Article 14 requires deployers of high-risk AI 
systems to assign human oversight to natural persons 
with the necessary competence, training, and authority 
and to design oversight mechanisms capable of 
intervention and override where necessary. SR 11-7 
requires appropriate human challenge of model outputs 
and clear escalation paths when outputs are 
anomalous or uncertain. Both frameworks treat 
oversight as an operating capability, with people able to 
intervene when the system reaches defined limits. 

EU AI ACT AND SR 11-7 ON OVERSIGHT 

Designing effective human oversight requires  
answering three questions before deployment:  
What categories of model output or behavior trigger  
mandatory human review? Who has the authority  
to act on that review, and what specific actions are  
available? How is the review documented so that the  
governance record captures evidence of human  
judgment? For agentic systems, a fourth question  
applies: under what defined conditions must the  
system stop acting and request human input?

HUMAN OVERSIGHT THAT DOES NOT 
INVOLVE GENUINE HUMAN JUDGMENT IS 
NOT A SAFETY MECHANISM. IT IS A 
GOVERNANCE ARTIFACT THAT DOCUMENTS 
THE APPEARANCE OF OVERSIGHT WHILE 
ACCUMULATING THE RISK OF ITS ABSENCE.
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AI systems need to be understood under current operating conditions, 
not only at the point of initial validation. 
 
Drift monitoring only creates value when performance changes trigger 
defined review, retraining, escalation, or suspension. 
 
Explainability has to be available to the people who need to defend the 
decision, not only to the teams that built the model. 
 
Validation should operate as a lifecycle discipline, with review triggers 
tied to time, performance, data changes, and business context. 
 
Human oversight requires real intervention authority; without it, the 
organization has review processes but no effective control. 

Operating Implications
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LAYER 3  ·  TELEOLOGY · WHY IT MATTERS

Governance becomes competitive advantage when  
AI systems influence critical operations at scale.

Purpose — Why Governance  
is Operational Survival
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The structural and knowledge layers of governance address AI 
systems as technical and organizational objects: what they are, 
who is accountable for them, and how they are performing. The 
purpose layer addresses the institution’s responsibility once those 
systems influence decisions at scale, and what disciplined 
governance means competitively and institutionally. 
 
The guardrails in this layer focus on failure modes that can hide 
behind positive metrics. Productivity improves, deployment  
counts rise, and pilot pipelines look healthy while operational  
risk accumulates beneath them. The cost becomes visible later, 
through a regulatory finding, an operational incident, or a 
remediation program that costs far than what building 
governance into deployment would have cost. 



GUARDRAIL 9  ·  LAYER 3 — PURPOSE

The most dangerous AI governance gap is the one hiding  
behind positive efficiency numbers.

Productivity Metrics Measure  
What AI Saves, Not What AI Risks.
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The productivity case for AI is real. A 2025 study of 35,000 
workers in 27 economies found that employees using GenAI 
for administrative tasks save an average of one hour per 
day. In financial services, AI-assisted claims processing, 
document review, and advisory workflow automation are 
producing documented efficiency gains in organizations 
with strong deployment discipline. These numbers are 
accurate. But they are also dangerously incomplete. 
 
Efficiency metrics capture what AI saves in time and labor. 
But they rarely capture what AI accumulates in operational 
risk. Shadow AI tools may save advisor time while also 
creating data exposure. Models may continue contributing 
to productivity while degrading without active monitoring. 
Governance shortcuts taken during rapid deployment may 
not surface until a regulatory examination. Human oversight 
processes eroded by operational pressure have not reduced 
the risk they were designed to manage; they have just made 
it invisible. 
 
IBM’s 2025 Cost of Data Breach Report documented  
the financial dimension: shadow AI added an average of 
$670,000 to breach costs. Stanford HAI’s AI Index recorded 
233 AI-related governance failure incidents in 2024 involving 
data exposure, compliance breaches, or biased outputs. 
None of these costs appeared in any organization’s AI 
productivity dashboard. They were accumulating behind  
the efficiency metrics that made the deployments look 
successful. 

S&P Global’s 2025 survey found AI initiative 
abandonment rising from 17% to 42% in a 
single year. Many initiatives failed when scaling 
or regulatory review exposed missing 
governance infrastructure, even when the 
underlying model had produced useful results. 
Organizations that measure only efficiency are 
measuring one side of the AI value equation. 
Mature AI governance measures productivity 
gains alongside the operational risk indicators 
that reflect whether those gains are sustainable: 
model drift, monitoring coverage, ownership 
assignment, data quality, and governance 
readiness. These are leading indicators, and 
they belong on the same dashboard as the 
productivity metrics that justify investment. 
(Source: S&P Global, 2025)

The Measurement Architecture Gap



GUARDRAIL 10  ·  LAYER 3 — PURPOSE

No one decided the pilot should become permanent  
infrastructure. It just kept running.

The Most Common Path to  
Ungoverned Production AI is  
Organizational Inertia
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Ungoverned production AI often begins with a 
useful pilot. The system produces results, continues 
beyond its intended scope, and becomes part of 
day-to-day work as teams build processes around 
its output. Over time, it becomes load-bearing 
without a formal production decision. Deloitte’s 
2026 state of enterprise AI report describes this as 
the “pilot forever” problem: only 48% of AI initiatives 
make the formal transition from prototype to 
production. The remaining 52% sit in an ambiguous 
governance state, neither formally promoted nor 
formally decommissioned, while becoming 
increasingly embedded in operations. 
 
Agentic AI has made this failure mode more 
consequential. Systems with agentic capabilities 
can take multi-step actions, interact with multiple 
enterprise systems, and make sequential decisions. 
Their operational footprint is larger than that of 
analytical models, and the downstream effects are 
harder to trace. When an agentic system becomes 
informally embedded in an operational workflow, it 
is taking actions across systems and processes 
without the audit trail needed to trace, investigate, 
or reverse those consequences. 
 

In wealth management, this can appear as  
AI-assisted advisory tools that advisors adopted 
informally. Some may produce recommendations 
inconsistent with the firm’s formal investment 
frameworks. Others may become part of client 
service workflows without classification, 
validation, or formal ownership. When advisor 
turnover exposes the dependency, the firm 
discovers that part of its client service process 
relied on a system it had never formally 
acknowledged as operational infrastructure. 

The governance discipline that prevents  
accidental production systems is explicit  
lifecycle staging, with defined governance gates  
at each stage. An AI system in development has  
different requirements from one in pilot, limited  
production, or full production. Transitioning  
between stages requires a formal decision.  
Decommissioning—the formal end of AI system  
operations—also needs active management.  
The inventory is more than a record of what is  
running; it is a record of what is authorized to  
run, and under which governance stage.

The Formal Lifecycle Discipline



GUARDRAIL 11  ·  LAYER 3 — PURPOSE

The most expensive governance programs are the  
ones built after the systems they govern are already  
embedded.

Governance Cannot Be  
Retrofitted After Scale



The economics of retrofitting governance onto  
existing AI systems are consistently unfavorable. 
The work begins with systems that were not 
designed to support monitoring. Data lineage  
has to be reconstructed for models whose data 
provenance was never tracked. Ownership 
structures have to be created after original teams 
have been reorganized or moved on. Explainability 
has to be added to models that were not built with 
interpretability in mind. All of this often happens 
under regulatory deadline pressure, while the 
systems remain embedded in operational 
workflows that cannot simply be paused. 
 
The regulatory timeline makes the pressure 
concrete. OSFI E-23 gives Canadian financial 
institutions until May 2027 to have enterprise- 
wide model risk management frameworks in place, 
including complete model inventories, lifecycle 
governance, explainability documentation, and 
third-party vendor accountability. BLG’s analysis 
notes that “many of OSFI’s expectations may 
require a substantial effort from an AI governance 
perspective” and that FRFIs should have begun  
the work immediately after the final guideline was 
published in September 2025. The EU AI Act’s high-
risk AI provisions are in effect from August 2026. 
As of Q1 2026, only 26.4% of financial institutions 
express confidence in their AI compliance 
readiness, according to Wolters Kluwer. 
 

Organizations that meet these deadlines most 
efficiently will be those that build governance into 
deployment rather than adding it after systems  
are already running. In our operational experience, 
governance built at deployment adds 10 to 20%  
to initial deployment cost. Governance built 
retrospectively onto embedded production  
systems—with undocumented dependencies,  
missing lineage records, unclear ownership,  
and deadline pressure—routinely costs multiples  
of that. 

S&P Global’s tracking of AI initiative abandonment 
provides clear evidence of retrofit cost: 42% of AI 
initiatives abandoned in 2025, up from 17% in 
2024. A significant share of these abandonments 
are governance-driven, occurring when scaling or 
regulatory examination reveals that the cost of 
brining systems into compliance exceeds the 
value those systems were producing. The most 
efficient path to a governed AI estate is 
deployment discipline: governance infrastructure 
treated as a prerequisite and note a remediation 
program. (Source: S&P Global, 2025; BLG OSFI 
E-23 analysis, November 2025)

The Retrofit Cost
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GUARDRAIL 12  ·  LAYER 3 — PURPOSE

Governance does not slow AI down. The absence of  
governance does.

Governed AI Deploys Faster 
Than Ungoverned AI At Scale



36

The final guardrail reframes the central tension of 
the paper. Organizations with mature governance 
infrastructure are not slower to deploy AI. They are 
often faster because the infrastructure is reusable. 
Each new AI deployment can plug into an existing 
inventory, ownership model, validation program, 
monitoring approach, and compliance mapping. 
The governance overhead is highest when the 
infrastructure is built for the first time; after that, 
each additional deployment becomes easier to 
govern. 
 
Organizations without that infrastructure move 
more slowly over time. Every deployment requires 
them to answer governance questions that should 
already have a defined path: who owns the system, 
what criticality classification it carries, what data 
lineage must be documented, what monitoring is 
required, and what explainability obligations apply. 
Avoiding  the infrastructure does not remove this 
work. It pushes the work into a later stage, when  
the system may already be embedded and harder 
to govern cleanly. 
 
Gartner’s research on AI maturity puts a durable 
number on the governance advantage: 45% of 
organizations with high AI maturity keep their AI 
initiatives live for at least three years, compared to 
only 20% among lower-maturity peers. Mature 
governance supports deployment, but more 
importantly, it sustains it. AI systems that remain 
operational, continue to produce value, and 
withstand regulatory scrutiny are usually the ones 
built with governance discipline from the start. 

The 2025 AI Governance Benchmark Report 
found that organizations with mature 
governance deploy new AI use cases faster 
than organizations without governance 
infrastructure. Once ownership, validation, 
monitoring, and compliance mapping drops 
are already in place, the per-deployment 
burden drops significantly. The competitive 
advantage is not better AI models by default. 
It is AI deployment that lasts: systems that 
survive regulatory examination, maintain 
stakeholder trust, and scale without creating 
the fragility that later slows the enterprise 
down. (Source: 2025 AI Governance 
Benchmark Report, ModelOp)

Governance As Competitive 
Infrastructure

THE ORGANIZATIONS THAT SCALE AI 
WELL TEND TO GOVERN EARLIER—
BEFORE SYSTEMS BECOME EMBEDDED, 
DEPENDENCIES GO UNDOCUMENTED, 
AND OWNERSHIP QUESTIONS TURN INTO 
REMEDIATION WORK.
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Operating Implications
Productivity metrics are incomplete unless leaders also track the 
operational risk AI creates while producing efficiency gains. 
 
AI pilots need formal lifecycle gates before they become embedded 
dependencies inside business workflows. 
 
Governance becomes far more expensive when it is added after 
systems have already scaled. 
 
Regulatory readiness depends on evidence that AI systems are 
inventoried, validated, monitored, explainable, and owned in practice. 
 
Mature governance helps AI deployments last; it reduces the friction of 
scaling by making ownership, validation, monitoring, and compliance 
reusable. 



Conclusion

Visibility is the Starting Point.  
Trust is the Destination.
The journey from the opening scenario—a compliance team discovering 23 
unregistered AI systems during a regulatory examination—to the institution 
that passes that examination with confidence is not primarily a technology 
journey. It is an organizational discipline journey. 
 
The 12 guardrails are the map of that journey. Not a sequential project plan, 
but a set of disciplines that, taken together, create institutional visibility, 
operational knowledge, and purposive accountability so AI systems can 
scale without creating the fragility that has defined so many programs that 
began with genuine ambition and ended in expensive remediation. 
 
The London Whale lost $6 billion because the governance infrastructure 
around the risk model failed: oversight weakened, challenge mechanisms 
broke down, and warning signals were not acted on with the discipline the 
exposure required. The parallel for enterprise AI in 2026 is already visible. It 
is accumulating in the space between AI deployment announcements and 
the governance maturity required to trust those deployments. 
 

OSFI E-23 takes effect in May 2027. The EU AI Act’s high-risk provisions 
are coming into force. SR 11-7 and revised US model risk guidance 
continue to define core expectations for model governance across 
banking environments. These frameworks are encoding what operational 
experience has already demonstrated: AI systems running without 
visibility, validation, and accountability are not governed systems.  
They are liabilities waiting for the moment that tests them. 
 
The 12 guardrails are the operational response to that reality. Building 
them is no longer optional. The question is whether institutions build 
them now, or after an event proves they were needed. 

This period will become a turning point for enterprise AI. 
Organizations that build governance infrastructure before  
they need it will be better positioned to scale AI with trust  
and control. Operational trust is the condition that makes 
sustainable AI deployment possible.
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About Fulcrum Digital
Fulcrum Digital builds enterprise AI from architecture through 
production deployment and ongoing operations. With 1,500+ 
specialists, 4,500+ completed engagements, and production  
AI systems deployed across financial services, insurance, 
healthcare, and logistics since 1999, Fulcrum’s engineering 
team has encountered every governance failure mode 
described in this paper and built the operational infrastructure 
to prevent them. We do not describe governance frameworks 
from the outside. We build and operate the production 
systems those frameworks are meant to control. 
 
 
www.fulcrumdigital.com

OPERATIONAL AI GOVERNANCE ASSESSMENT 
 
For enterprises ready to assess their AI estate against the 
12 guardrails. Fulcrum Digital offers a structured 90-minute 
working session with our governance and AI operations team. 
The session identifies where governance infrastructure exists 
in practice, where it exists only in policy, and which gaps carry 
the highest operational or regulatory risk. 

Book a slot


