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Executive Summary

Technology leaders know legacy modernization is overdue.
The harder problem is finding a path that does not put daily operations at risk.

Legacy applications sit beneath the processes that keep the business moving. They carry decades of embedded
business logic, undocumented dependencies, brittle integrations, and knowledge that often sits with a small
number of specialists. Replacing them carries enormous risk. But leaving them in place or delaying the work carries
risk of a different kind, one that compounds year after year.

Many industry studies show that a disproportionate share of IT spend is tied up in maintaining existing systems,
shrinking the budget and capacity available for product, data, and Al initiatives. For organizations in regulated
sectors, the pressure is sharper and the consequences more visible: slower feature delivery, growing security
exposure, difficulty attracting talent, and an architecture increasingly incompatible with the Al and data platforms
that organizations are now prioritizing.

This whitepaper outlines a practical, phased modernization framework built from delivery experience with complex
legacy environments. It includes a North American insurance modernization program that improved deployment
cycles by 3-5x with zero disruption to live operations.

Modernization must protect business continuity while changing the systems the business depends on.

The approach set out here prioritizes assessment, dependency mapping, incremental migration, validation, and
operational governance before large-scale commitment. With the average cost of a data breach reported at $4.44
million in 2025, the risk conversation now needs to cover not just whether or not to act, but more so, how to act
without making things worse.
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Introduction

For many organizations, modernization becomes unavoidable once legacy systems begin setting the pace of the
business.

Routine change requests that should take days start taking weeks. Security fixes need careful sequencing because
the vulnerabilities cannot be patched without breaking something else. Knowledge sits with people who have
supported the system for years, and when they move on, the architecture becomes harder to change with
confidence.

These patterns signal the natural endpoint of systems that were built to solve yesterday's problems in yesterday's
environment. The application may still run, but the business becomes increasingly dependent on complexity it can
no longer fully see or control.

Application modernization reduces that dependency while protecting the operations that still rely on the legacy
estate. The goal is to create a safer path for change, so that the organization can improve critical systems without
putting daily business at risk.
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Business Challenges

Legacy systems usually become a problem through accumulated operational drag.
Workarounds become standard practice. Teams carry risk they cannot fully measure
until a change request, audit, release, or integration exposes it.

High Maintenance Cost

As specialized skills become scarcer, even
routine changes require disproportionate effort
to plan, test, and release. In insurance, a simple
update to a policy rating rule can require weeks
of testing to avoid breaking claims or billing
workflows and ensure it can move safely. In
financial services, regulatory changes can take
months when the supporting systems are

tightly coupled or poorly documented.
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Modernization Approach
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Modernization is a portfolio decision, not a single path. The right approach depends
on system complexity, business criticality, risk appetite, and available resources.
Most organizations apply a combination across their portfolio.

Approach

Rehosting (Lift & Shift)

Re-platforming

Refactoring

Rebuilding

Replacing

Retaining

Retiring

Enterprise Application Modernization

Move the application to a new
environment, typically cloud,
without changing core code

Make limited changes so the
application can use newer
platforms or managed services

Improve selected parts of the
codebase for performance,
security, or maintainability

Redesign and rewrite the
application using modern
technologies

Switch to a commercial off-
the-shelf or SaaS solution

Keep the system as-is for now,
with a deliberate review plan

Decommission the system
entirely

Best when

You need faster infrastructure
gains with minimal code change

You want cloud benefits without
a full rewrite

Specific modules create risk, but
the core system still works

The existing system can no
longer support business needs

A commercial product or market
solution can meet most business
requirements

The system is stable, low-risk,
and change is not justified yet

The system is redundant, unused,
or fully replaced

Architecture, Approach, and Execution
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Solution Framework

A modernized architecture gives your business three things it does not
have today:

= The ability to change one part of the system without breaking another.
= The ability to scale without replacing everything.
" The ability to integrate with modern tools without a major project.

Modernization restructures existing systems to improve maintainability, integration capability, and scalability while

continuing to support current business operations. The framework below shows the main architectural layers and
what each one is designed to reduce or enable.
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Core Architectural Layers

User Interface

Business Logic

Integration

Background
Processing

Enterprise Application Modernization

Role in Modernization

Handles presentation and user
interaction

Manages core processing,
validations, orchestration,
and business rules

Connects external systems,
legacy systems, and modern
components

Provides access to structured
and unstrctured data

Handles non-interactive and
long-running tasks

Help Reduce

Poor adoption, outdated workflows,
and unnecessary retraining costs

Business rules buried in Ul,
database layers, or
undocumented workflows

Tight coupling between
systems and fragile point-to
-point dependencies

Disruption from premature
schema changes or uncontrolled
data access

Slow or blocked user-facing
workflows caused by batch
operations and document-heavy
processes
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Faster Ul changes without
touching backend logic

Flexible deployment as a single unit
or separated services, easier testing,
and faster regulatory updates

Safe coexistence of legacy
and modern systems through
APls, adapters, or messaging

Controlled access through
application services, with existing
schemas retained initially and
modernized gradually

Resilient background processing
with retry, failure handling,
and audit trails

Architecture, Approach, and Execution
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Supporting Architectural Practices

API-Oriented Access

Expose core functionality through defined
interfaces, introduced incrementally around
legacy components so systems can integrate
without tight coupling.

Modularization

Separate components by business function and
operational need. Depending on the environment,
the target may be a modular monolith, distributed
services, or a hybrid model.

Cloud Adoption

Align hosting decisions with business case,
technical readiness, and operational
constraints. Systems may remain on existing
infrastructure, move to cloud platforms such as
Microsoft Azure, or use a hybrid approach
during transition.

Enterprise Application Modernization Architecture, Approach, and Execution
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Our Point of View & Differentiation

Modernization programs usually run into trouble when complexity is discovered too late. Hidden dependencies,
generic tooling, and industry-neutral playbooks can all make a program look manageable during planning and much
harder once migration begins.

Fulcrum Digital approaches modernization as a business continuity problem. Architecture matters, but every
architecture decision has to be tested against the same operational constraint: the business cannot stop while the
transformation happens.

Deep Insurance Sector Experience

We understand the specific complexity of insurance systems: policy management, claims processing,
regulatory compliance, and the legacy interdependencies that come with them. We do not apply a generic
modernization playbook to an insurance problem. Our patterns, accelerators, and risk frameworks are built
around how insurance businesses actually operate.

Engagement-Specific Tooling

Rather than forcing a fixed tool onto every engagement, we build or configure tooling around the specific
migration challenge at hand. This includes automated code analysis to surface hidden dependencies, migration
accelerators for high-volume page or component conversion, and integration scaffolding that allows legacy and
modern components to coexist safely during transition. The result is faster time-to-value and fewer surprises
mid-program, regardless of the source technology being replaced.

Incremental by Design

Many vendors offer incremental delivery because projects demand it. We architect for it from day one, using
proven patterns like the strangler approach to ensure legacy and modern components coexist safely. Each
phase is designed to deliver working, validated software rather than a deferred promise of future value.

Delivery Proof

Our approach is grounded in real outcomes. A modernization program for a leading North American insurance
company moved from Classic ASP to React and WebAPI, migrating 180+ pages with 3-5x faster deployment
cycles and zero business downtime. The details are covered in the case study later in this paper.

THE RESULT

ORGANIZATIONS THAT WORK WITH FULCRUM DIGITAL GET
MORE THAN MODERNIZED TECHNOLOGY. THEY GET
SYSTEMS THEIR TEAMS CAN MAINTAIN, THEIR BUSINESS
CAN RELY ON, AND THEIR ARCHITECTURE CAN GROW
FROM, WITHOUT SPENDING YEARS IN A HIGH-RISK
TRANSFORMATION PROGRAM.

Enterprise Application Modernization Architecture, Approach, and Execution
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Modernization Process

Modernization is carried out through a structured, staged process that allows systems to evolve while continuing to
support live business operations. The depth of each phase depends on system complexity, but the sequence
remains consistent.

03

Assessment Planning Foundation Migration Enablement Evolution

System analysis & Strategy definition & Technology alignment & Incremental implementation Monitoring, security & Ongoing optimization &
dependency mapping approach selection architecture & validation deployment legacy retirement

Phase 01
ASSESSMENT AND SYSTEM UNDERSTANDING

|dentification of core business functions and dependencies
Review of existing codebase, data structures, and integrations
Assessment of technical constraints and areas of high complexity

This phase establishes the baseline for planning and identifies which components are suitable for early
modernization.

Deliverables: System Assessment Report, Dependency Map, Complexity Heat Map, Modernization
Candidate Shortlist

Phase 02
APPROACH DEFINITION AND PLANNING

Selection of modernization strategy: incremental updates, partial replacement, or full redesign
|dentification of components to modernize first
Definition of transition approach, including coexistence with legacy systems

Deliverables: Modernization Strategy Document, Component-Level Approach Map, Initial Risk Register

Enterprise Application Modernization Architecture, Approach, and Execution
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Phase 03
TECHNOLOGY AND ARCHITECTURE ALIGNMENT

Selection of frameworks, platforms, and integration methods

Definition of target structure for application and data layers
Alignment of architecture decisions with existing infrastructure or planned cloud changes

Deliverables: Architecture Decision Record, POC Output and Findings, Integration Design, Target State
Architecture, Migration Roadmap

Phase 04
INCREMENTAL IMPLEMENTATION AND VALIDATION

Development of new components alongside existing ones
Gradual migration of functionality from legacy systems
Parallel operation and functional consistency checks before full transition

Deliverables: Tested and Deployed Increments, Test Coverage Report, Integration Validation Results

Enterprise Application Modernization Architecture, Approach, and Execution
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Phase 05
OPERATIONAL ENABLEMENT

Setup of monitoring, logging, and error tracking
Definition of deployment and release processes
Alignment of security controls across all components

Deliverables: Operational Runbook, Deployment Pipeline, Monitoring Dashboard, Security Controls
Sign-off

Phase 06
ONGOING EVOLUTION

Update of additional components as confidence grows
Retiring of legacy elements as dependencies reduce

Evolution of system structure based on usage and operational feedback

Deliverables: Legacy Retirement Plan, Performance Baseline Report, Optimization Backlog, Knowledge
Transfer Sign-off

Enterprise Application Modernization Architecture, Approach, and Execution
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Case Study
INSURANCE MODERNIZATION

Modernizing from Classic ASP to React and WebAPI for a Leading North American Insurance Company
Business Context

A leading insurance company in North America depended on a Classic ASP-based system to manage core
operations, including policy administration, claims processing, and customer service workflows. The platform
had served the business reliably for years, but its limitations had begun to constrain growth.

Releases took weeks, security standards were falling behind regulatory expectations, skilled ASP developers
were increasingly scarce, and the user experience no longer met the expectations of staff or customers. Every
change carried risk, and every delay had a business cost.

The decision to modernize was not taken lightly and had to account for the scale of the estate: approximately
2,800 total pages across 380 unique page types, with three external system integrations that had to remain
operational throughout the program. That level of complexity required a structured, governance-led approach
to migration.

Technical Complexity

The existing ASP codebase presented several challenges that are common in legacy insurance systems but often
underestimated during planning:

= Business logic embedded directly in presentation layers, with no clean separation between Ul, processing, and
data access

» Session-based authentication tightly coupled to the legacy application model
» XML-heavy data structures requiring transformation for modern API consumption
» Three external integrations with dependencies on legacy data formats and protocols

= NO automated test coverage, which meant changes required manual regression testing across interconnected
modules

Technology Selection

Before committing to full migration, the team ran a structured technology evaluation. React and Blazor were
assessed as frontend options. React was selected for its maturity as a JavaScript library for building user
interfaces, its strong ecosystem, and its proven scalability for large enterprise applications. TypeScript was
adopted for type safety and maintainability. WebAPI was selected for the backend, providing a clean, testable
service layer that could be consumed by the new React frontend while maintaining connections to legacy data
sources during transition.

Enterprise Application Modernization Architecture, Approach, and Execution




Migration Governance

Given the scale and business criticality of the program, a formal governance model was established from the
outset:

= The migration was structured into 9 code drops across a 24-month program
= Each code drop was subject to client review and sign-off before deployment to production

= Client-side business changes arising between code drops were retrofitted into the modernized codebase at each
stage, ensuring the new system did not fall behind live business requirements

= A cross-functional team of 25 people managed delivery across frontend, backend, testing, integration, and
business analysis

THIS GOVERNANCE MODEL HELPED MAINTAIN STAKEHOLDERS CONFIDENCE THROUGHOUT A LONG-RUNNING,
BUSINESS-CRITICAL PROGRAM.

Migration Strategy

The strangler pattern was adopted as the core migration approach. New React components progressively replaced
ASP pages through a route-mapping system that enabled old and new pages to coexist. Users could be transitioned
gradually, business-critical modules could be prioritized, and rollback options remained available at every stage.

Key execution decisions included:
= Prioritizing high-complexity, high-usage pages in early code drops to surface risk early
* |ntroducing automated testing from the first code drop and expanding coverage with each subsequent release

" Maintaining integration points with the three external systems through adapter patterns that insulated the
migration from downstream dependency changes

Enterprise Application Modernization Architecture, Approach, and Execution
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Measurable Outcomes

Program Scope

Deployment Frequency

Production Incidents

Page Load Times

Scalability

Skill Dependency

Security Posture

Business Continuity

Before

380 unigue page types
across ~2,800 total pages

Manual releases every 4-6 weeks

High volume of P1/P2 issues
linked to fragile legacy code

Slow and inconsistent page
rendering in the legacy
ASP environment

Fixed infrastructure that
struggled under peak load

Reliant on scarce Classic
ASP expertise

Outdated authentication,
limited encryption

Migration risk across
business-critical operations

FULCRUM
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Full migration completed across
9 code drops over 24 months

Automated pipeline enabled
releases in days, improving
deployment cycles by 3-5x

Approximately 10% reduction in
production incidents post go-live*

Materially faster response times
via React and a modern API layer

Cloud-ready architecture
supporting variable workloads

Maintainable by a broader
React and .NET talent pool

Modern authentication
standards, role-based access,
and encrypted data flows

Zero business downtime across
the full 24-month program

*Observed estimate based on post-go-live monitoring. Individual results will vary.

Lessons Learned

= Retrofitting client changes after each code drop added complexity, but it was essential for business alignment and

should be planned for from the start

= Automated testing coverage introduced from day one created compounding value across subsequent code drops

and reduced release effort over time

= Governance cadence mattered as much as technical execution. Client sign-off at each code drop maintained trust
and helped prevent uncontrolled scope drift over a 24-month program
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The business case for modernization is strongest when ROl is tied to operating realities: maintenance effort, release
speed, incident reduction, security posture, talent availability, and readiness for data and Al initiatives. In a phased
program, value does not have to wait for final cutover. Each validated increment can reduce operational strain or

remove a known risk from the legacy estate.

Cost and Maintenance

Legacy systems consume a disproportionate
share of engineering capacity just to stay running.
As codebases age, the effort required for routine
changes increases while the pool of available skills
shrinks. Modernization systematically reduces this
drag by freeing engineering capacity for value-
generating work rather than reactive maintenance.

Release Velocity

Monolithic legacy architectures make every

release a high-risk event. Modern, modular
architectures decouple components so teams can
release changes independently, frequently, and with
confidence. The insurance case study in this paper
demonstrated a 3-5x improvement in deployment
frequency, moving from manual releases every 4-6
weeks to automated deployments in days.

Incident Reduction

Legacy systems accumulate fragility over time.
Undocumented dependencies, missing test
coverage, and tightly coupled components mean
that changes frequently cause unintended failures.
Modern architectures with automated testing,
proper error handling, and observability reduce this
fragility progressively. The insurance engagement
in this paper observed approximately 10% reduction
in production incidents post go-live, a conservative
but directionally consistent outcome.

Security Exposure

Every quarter a legacy system remains
unmodernized, its security posture relative

to current standards deteriorates. Unpatched
vulnerabilities, unsupported frameworks,

and outdated authentication models create
exposure that is difficult to quantify until a
breach occurs. Modernization directly reduces
this exposure through current authentication
standards, encrypted data flows, and
frameworks that receive active security support.

Talent Availability

Legacy technology skillsets are shrinking.
Classic ASP, COBOL, older Java frameworks, and
similar technologies are increasingly difficult to
recruit for and expensive to retain. Modern
technology stacks like React, .NET, and cloud-
native services draw from a significantly larger
and more accessible talent pool, reducing hiring
risk and long-term dependency on a small
number of specialists.

Al and Data Readiness

Modern architecture is a prerequisite for Al
adoption and no longer an optional upgrade.
Legacy systems trap data in formats and
structures that Al platforms, analytics tools,
and modern reporting systems cannot easily
consume. Organizations that modernize their
application layer simultaneously unlock their
data layer, making Al and advanced analytics
achievable rather than aspirational.



ROI at a Glance

Maintenance Effort

Release Velocity

Incident Rate

Security Exposure

Talent Availability

Al and Data Readiness

A Note on ROI Timing

Legacy State

High and growing, driven by specialist
skills and manual processes

Weeks per release, with high
deployment risk

High incident volume and slower
resolution due to undocumented code

Unpatched vulnerabilities,
unsupported frameworks, and
older authentication models

Scarce specialists and
high retention risk

Data trapped in legacy
Structures
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Post-Modernization

Reduced progressively as legacy
dependency decreases

Releases in days through automated,
repeatable pipelines

Reduced fragility and faster
diagnosis through observability

Current standards, active security
support, and stronger controls

Mainstream technology stack
and a broader talent pool

Clean APIs and data access for
Al and analytics

Unlike capital projects that deliver value at completion, modernization ROl accrues incrementally. Each phase
reduces maintenance burden, improves delivery speed, and reduces risk, meaning the business case strengthens
with every code drop, not just at the end of the program. This is a deliberate feature of phased modernization.
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Risks & Mitigation

Modernization programs tend to run into a familiar set of risks. The table below covers the failure points most
common in large-scale legacy migration programs and the controls that help contain them.

Underestimating
System Complexity

Business Rule Loss

Data Migration Defects

Integration Breakage

Parallel-Run Complexity

Testing Gaps

User Adoption Failure

Scope Drift Over
Long Programs

Stakeholder Confidence Loss

Talent And Knowledge Risk

The Common Thread

Why It Happens

Legacy codebases contain undocumented
logic, dead code, and hidden dependencies that
surface after planning begins

Logic embedded in Ul layers, stored procedures,
or undocumented workflows can be missed
during migration, changing system behavior

without immediate visibility

Legacy data structures contain inconsistencies,
duplicates, and format variations that can break
downstream processes

External systems may depend on legacy data
formats, protocols, or timing assumptions
that change during migration

Running legacy and modern systems simultaneously
can create data consistency risks, operational
overhead, and source-of-truth confusion

Legacy systems often have limited automated
test coverage, allowing migration defects
to reach production

New interfaces and workflows delivered without
adequate preparation can lead to resistance,
workarounds, or continued reliance on
the legacy system

Multi-year programs accumulate change
requests that expand scope, delay delivery,
and erode budget

Long programs with limited visible progress
can lose executive support

Key people who understand the legacy system or
the new architecture may leave mid-program

Mitigation

Run structured assessment, dependency mapping,
complexity scoring, and codebase analysis before
committing to timelines or budgets

Map business rules explicitly during assessment
and validate rule parity at every code drop with
business stakeholder sign-off

Profile data early, define transformation rules, and
validate data consistency at each migration increment

Use adapter patterns during transition and
regression-test integration points at every code drop

Define clear data ownership boundaries at the
start and establish explicit module-level cutover
criteria before retiring legacy components

Establish baseline test coverage from the first
code drop, including unit, integration,
and regression tests

Involve business users early in Ul design, phase
rollouts by user group, and provide structured
training before each code drop goes live

Establish formal change control from day
one, retrofit client-side changes at defined
points, and maintain a prioritized backlog

Use every code drop to show working software and
maintain structured reviews with stakeholders

Document system knowledge continuously, avoid

single points of expertise, and cross-train team
members across legacy and modern components

Most modernization risks become harder to manage when teams commit to execution before they have enough
evidence. The safer path is to understand the system first, validate progress continuously, and manage change
through formal governance rather than informal coordination.
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Where Modernization Should Begin

Successful modernization starts with a clear picture of the legacy estate: what still works, what is fragile, where the
dependencies sit, and which parts of the system carry the highest operational risk.

The 24-month, 2,800-page insurance migration covered in this paper began with that discipline. A structured
assessment established what was actually inside the application estate. A focused Proof of Concept then tested the
modernization approach before larger investment was committed.

That sequence matters. An assessment without a POC produces a plan that has never been tested against reality. A
POC without an assessment picks the wrong starting point. Together, they compress the uncertainty that makes
technology leaders hesitant to start and give the business a defensible, evidence-based foundation for the program
ahead.

For technology leaders, the next step should be practical: understand the current system landscape—what you have,
what it is costing you, and what a low-risk first phase would look like in your specific context.

What the Assessment and POC Delivers

What it Gives you

A clear view of application complexity, risk, and modernization

System Assessment Report candidates across the portfolio

Visibility into the hidden interdependencies that can affect scope,

Dependency Map sequencing, and delivery risk

A prioritized view of where to start, what to defer, and where deeper

Complexity Heat Map validation is needed

Working software on a selected highest-risk or high-value module before
POC Output full program commitment

A phased execution plan with realistic timelines, sequencing, and
resource requirements

Migration Roadmap

Known risks documented early, with mitigation plans before

Risk Register they threaten delivery




Why Start Now

Legacy systems do not get easier to moder
embedded complexity, more scarce sKills,
current architecture and the Al and data platfo

The longer modernization waits, the more the bus
assessment turns that delay into a decision.

i

Ready to understand what modernization would

Start with a focused assessment of your application estate. Fulc ru :
help identify modernization candidates, surface hidden dependencies, evalue
risk, and define a practical first phase before you commit to a larger program.

Schedule a Modernization Assessment

If your modernization roadmap also includes Al-enabled workflows, Fulcrum
Digital can help you explore how FD Ryze Infinity supports the design,
deployment, and scaling of intelligent agents across your enterprise technology
landscape.

Explore FD RYZE® Infinity
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